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Hackers and Viruses Homework

	1
	How would you define a hacker?

	A hacker is a person who breaks codes and passwords to gain unauthorised entry to computer systems

	3
	How do you think that hackers may be able to blackmail companies?



	By finding out private or secret information



	4
	Why do you think that stand alone machines ,i.e. machines not connected to networks are usually safe from hackers?

	Because it is not possible to access them except physically



	5
	Which law  is broken by computer hackers?

	The computer Misuse Act

	6
	What is the maximum penalty for persons taken to court for hacking?

	£2000 and a 6 month prison sentence



	7
	What software measures can be taken to prevent hackers?

	Levels of security, passwords, data encryption, firewalls, activity logs, data encryption



	8
	What is encryption of data?

	Data is 'scrambled' before being transmitted through a network. Only the authorised recipient has the 'key'. Find out a bit more about SSL (Secure Socket Layer) and https



	9
	How do viruses spread?

	By attaching itself to executable files



	10
	Describe two measures that can be taken to prevent viruses from infecting your computer.

	Using anti-virus software to scan your system daily or weekly 
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Update the scanning software regularly 
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Not allowing people to load applications \ executable files on your system 
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Using special filtering software to prevent downloads of computer programs 
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Scanning all incoming e-mails 
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Not opening suspicious emails or attachments. 
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Avoiding software from unreliable sources 
[image: image7.png]



Backing up data regularly so you can recover your data with clean copie


	11
	Why is it important to update anti virus software frequently?

	Because new viruses are being produced all the time



	12
	How will making regular backups help if you are infected

	You will not stand to lose as much

	13
	Why do you think that pirated software is far more likely to be infected with viruses than original software distributed by manufacturers?



	Because there is no knowledge of who has done the copying, so there is no need to take care in quality control etc.




